How to Achieve a McEliece-Based Digital Signature Scheme by Courtois, Nicolas et al.
HAL Id: inria-00072511
https://hal.inria.fr/inria-00072511
Submitted on 24 May 2006
HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.
L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.
How to Achieve a McEliece-Based Digital Signature
Scheme
Nicolas Courtois, Matthieu Finiasz, Nicolas Sendrier
To cite this version:
Nicolas Courtois, Matthieu Finiasz, Nicolas Sendrier. How to Achieve a McEliece-Based Digital









   



















ap por t  
de  r ech er ch e 
INSTITUT NATIONAL DE RECHERCHE EN INFORMATIQUE ET EN AUTOMATIQUE
How to Achieve a McEliece-based Digital
Signature Scheme











 q?uDl  pu^  ^Nn [ ^  n [ ^g+QQNb{e^/  ho^  `rQb`u#uqrm?^v
6$/uQQ.  n¡kohj^n/^+hjv2l}gi^{lQ¢£p [ ^lQksi^v¤p¥¦gil§g¨utuzikjhjn¥r^x©n  xiip¤l?v¤xivyp¤^_ªv/« Z[ l?tum [ hjp§qQv
kj^v¬v§hsi^kox!vyp¬tuihj^!p [ qrp  ¦­+® hjp8hsv  ^_ªq  ¥JqQzikj^ap [ qQpqrkjkX¥¦gil§gqQpyp¬qQn¯¥¦vq  ^+v¤pyhjkokX^°ul}gi^g}p¤hjqQk±«
² p4hsv4§hsi^/kjx{zD^/kjho^Q^N1p [ qrp   nkjhj^n^il¦^Nv£gilQp£qQkokjl§³  qQn/pyhsn/qQkuihom?hop¬qrkv¤hjm?guqQp¤t  ^v« ² gp [ ^  ^Nvy^Ng}p
qQD^  §¡^´ihsv¬  l?^{p [ hjv#zD^/kjhj^¢qQguµv [ l§¶vy^Q^  qQkX§qJxiv8p¤l!ztihoksµq©  q?npyhsn/qQk4vyhjm?guqQp¤t  ^1v¬n [ ^N_1^
zqQv¤^·l?g   nkjhj^n^?« Z[ ^©vy^Nn/t  hopBxµhsv{  lqQzikjx  ^tun^N·hjgVp [ ^  qQgil?_¸l  qQn/ko^F_lii^/kpylp [ ^
§^/kjko¹=¥¦gil§gªº¯»¼¾½¿¤ÀrÁªÂ½QÂ*Ã*À½rÄÅ¼}Æ8ÇD¿¤À?ÈÉjÂÁ-q?gu+p [ ^ihjv¤pyhsgim}tihjv [ q?zihokjhjpBx#lr¢DD^  _{tip¤^zihsguq  x{cl?uuq
n/lii^v¢  l}_Êq  qQguil}_Ênlii^Q«Dl  ^/°uqQ_ªikj^8§^2q  ^8q?zikj^8pylª  l?Dl?v¤^8q{v¬n [ ^N_1^§hop [ v¤hom}guqrp¬t  ^v£lQ¢
?Q/¹=zihjp¤vq?gu.qªzihsguq  xF§l  ¥?¢ËqQn/pyl  lQ¢`rÌ¬Ír«
Î!Ï}Ð¾Ñ¬Ò{Ó Ô$Q ihjmQhjp¤qQkuvyhjm?guqQp¤t  ^Q®   nkjhj^n^n  xiipyl}vyxiv¤py^N_.®Õho^Ni^ ¬ ^/hjpy^  n  xiip¤l?v¤x¦v¤py^N_©®?cl?uuq
n/lii^v®uvyxigu  l}_1^#i^Nnliihsgim®uv [ l  pv¤hom}guqrp¬t  ^Nv/«
ÖÅ×ØÙ¤ÚKÛNÜ ØÙÝ$ÞjÚ=ß=àá
âXãåäæ¯çéè*êXë]æ¯ìNí±î±æ¯ãåêïyð ñ8ò¾ó*ôyõ/ö¯÷/ôø¯ù¬úûrøü/ö/ýyüþÿ ô¬ö  ÷¯÷	

ÿéûrøü/ö/ýyüþÿ ô¬ö  

#è¬î±îJãìiãJãéè*ê ïyð  òøüJø*ýùúyüJù}ÿ¯ö
âXãåäæ¯çéè*ê !"#JíKãí ï ò$ø¯ó*ô%¯ýù}ÿ&yü('¯öø)¬öú/øü/öø*ý¦ÿ*¯ö
ï+ í±æ),Bî$ë¾æ!#-yê /. â10 .*2 0 æ/ä"3ì"Jäæ¯ìJíËîñ (4ê±î65678ê . -9oæ¯í:7è¬î±ãåæã;Jè*ç<= . > @? Jã AíKê±ã î!BC#-ED¦æ¯ìJçåæBîF#JìHG è*í I +KJ6LM /N LOPQSR è8Tè*í:#-ëU"#WV
 BXDäæ¯ç£âXæ¯í7è*çEìYZByí±ãìJí: [ P  íKì\#] ? ç7  QP)^^PS+ è*í±ãåê
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vy^Nn/t  hjpBxFlr¢£`rÌ¬ÍaqQgu!qªvyhjm?gqrp¤t  ^2ko^NgimQp [ lr¢¡6Krªzihjp¤v«
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E 	 G hjvqQgªhs_ª  lQ^?^  vyhjl?g1lr¢   "D§^8nl}guvyhsi^  hjg @
u«µ^8^v¤p¤q?zikjhjv [ qQg´qQuJq?g}p¤qrm?^/l}tuv4p  qQu^/l:)
z^pB§¡^^g·v¤hom}guqrp¬t  ^ªkj^gim?p [ qQg¨?^  h9ODnqrp¤hol}g¨p¤hj_^Q«´Dl  p [ ^Fv¬qQ_^´vy^Nn/t  hopBx¨p [ ^Fv¤hom}guqrp¬t  ^
_ªqJx6z^#lQ¢?Qazihjp¤vq?gu6^Q^Ng.v [ l  py^  «
Z[ ^2§l  ¥Q¢Ëq?np¤l  v£mQhjQ^NgFqQzDlQ^2q  ^gil?p_^  ^kox´zuq?vy^N´l?g.q1zD^v¤pqQpyp¬qQn¯¥§¡^an/q?gFp [ hjg¥ªlr¢®izutip
  l?^gkol§^  zl}tuguuv¡§hop [6 ^v¬^Nnp£p¤l1q1n/q  ^¢Ëtukokjxv¤p¤tiho^Nª¢ËqQ_l}tuvº¯»¼ ½r¿¤ÀÁ´Â+½?Â¬Ã*ÀN½ÄÅ¼¦ÆaÇD¿¬ÀQÈ/ÉoÂÁ«
² gFp [ ^2­8uD^guuh °´lr¢wp [ ^qQD^  §^8v [ l§ [ l§ p [ ^2vy^Nn/t  hjpBx1lQ¢H ­¹y "]n/qQg´zD^  lqQzukox  ^Nutun/^ªpyl
pB§l{?^  xF  ^nhsv¤^qQv¬v¬tu_ªipyhjl?guv®i_lQpyhjqrp¤^©z?x´p [ ^an/t ¬ ^Ng}pv¤p¤qQpy^2lr¢X¥¦gil§kj^im?^8l}g!cl}uuq{n/lii^v
q?gumQ^gu^  qrkkohsgi^Nq  nlii^Nv/«µ^F  l¦hsi^ªq©v¤p  qrhjm [ py¢ l  §q  ]®]n/l?_ªikj^/py^´  l¦lr¢lr¢v¤^nt  hopBxfhsgµp [ ^
 qQgil?_¸l  qQn/ko^F_lii^/kp [ qrp{§l  ¥¦v#hsg zl?p [ q?vyxi_ªip¤lQpyhsnFq?guVnl}gun  ^/p¤^6nl}_uko^/°¦hjpBx·vy^pypyhsgim  é"K«
i^Nnh'ODn#tuuD^  q?gu.kol§^  zDl?tuguvl?g©qªz^NvypqQpyp¤q?n¯¥´pylª¢ l  m?^2qªv¤hom}guqrp¬t  ^¢ l   ­¹ " q  ^am?ho?^g]«
 ,.)0!235 *  	 /8	
 ! #"$&%'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+ ^/p-,/.1=` 3£z^p [ ^ O^/ks´§hjp [ pB§l#^/kj^_^g}p¬v0J21/43?« ² gFp [ ^2  ^Nvy^Ng}puqQD^  ®65§hjkjk v¤xivyp¤^_ªqrp¤hjnqrkjkox
u^gil?py^#qªzihjgq  xFkohsgi^Nq  nlii^alQ¢$kj^gim?p [87 q?gu©ihj_^Nguvyhjl?g:9¾®up [ qrphsvqªv¤tzuv¤qQn^alQ¢ihs_^guv¤hjl?g:9
lQ¢p [ ^1?^np¤l  v¤qQn^;,/.1K`Q3=<]«#¡ko^N_1^Ng}p¤v2lr¢,/.1=` 3<fq  ^1nqrkjko^Nf§l  uv/®]q?guf^ko^N_1^Ng}p¤v2lr¢5 q  ^
n/lii^/§l  uv«­nlii^#hsv8tv¤tuqQkokjx6m?ho?^g©hsg.p [ ^#¢ l  _ lr¢4qªmQ^Ngi^  qrp¤hjgim´_ªqrp  ho°]®kjhjgu^vlQ¢§ [ hjn [ ¢ l  _
qzqQv¤hjv{lr¢p [ ^.nlii^Q«f­ ^  _1tipy^N nlii^Fhsv{qn/lii^6v¬tun [ p [ qQp+p [ ^.nl?kjt_gv+lr¢p [ ^FmQ^Ngi^  qrp¤hjgum
_ªqQp  h ° [ q?vXzD^/^Ng{D^  _{tip¤^]« Z[ ^ihjv¤p¤q?gun^z^pB§¡^^g{pB§¡l§¡l  uv lr¢>,/.1=` 3<#§hokjkiz^p [ ^ *2qQ_ª_hjgim
uhjv¤p¤q?gun^?®p [ qrpXhjv]p [ ^¡g¦tu_1z^  lQ¢iDl?v¤hjpyhjl?guv]hsga§ [ hsn [ p [ ^x#ih9)¾^  « Z[ ^£§¡^hom [ p]lr¢uq§l  8lQ¢2,/.1=` 3<
hsvhjp¤v7*2qQ_ª_hjgimFuhjv¤p¤q?gun^apylªp [ ^+qrkjk ¹ /^  l§l  ]«
Z[ ^   nkjhj^n^utzikohsn¯¹B¥r^x{n  xiipyl}vyxiv¤py^N_ hjv4zuq?vy^N{l}g{p [ ^ih'4Fn/tikjpBx{lQ¢ i^Nnliihsgim#kohsgi^Nq  nlii^Nv/®
p [ qrp¡hjv ODguuhjgim1p [ ^2gi^q  ^Nvyp¡nlii^/§l  pylq#mQhjQ^Ng´§¡l  w« Z[ ^2vy^Nn  ^/p¥Q^/xªhjv¡q{zihsguq  xkohsgi^Nq  n/lii^Q®
¢ l  § [ hjn [ q8¢ËqQv¤pu^nliihsgim#  lin^t  ^¡¢ l  n/l ¬ ^Nnpyhsgim2tupyl@? ^ ¬ l  v hsv4¥¦gil§g]®rqQg{p [ ^utuzikjhjn¥Q^/x
hsvaq  qQguul?_ ^  _1tip¤qQpyhjl?g¨lr¢£p [ ^ªn/lQkstu_ªguvlr¢hjp¤v2mQ^Ngi^  qrp¤hjgum._ªqrp  ho°]« Z[ ^1^Ngun  xiipyhjl?gf  lin^Nv¤v
n/l?guv¤hsvyp¬v4lr¢w_{tukop¤hjikjx¦hjgum+p [ ^2nkj^q  p¤^°ip£z}x1p [ ^8utuzukohsn8¥Q^/x1q?gu´qQihjgum+q  q?guil}_^ ¬ l  uqQpypy^  gªlQ¢
§^/hjm [ p?¯« Z[ ^i^Nn  xiipyhjl?g1nl?gvyhsvyp¬v$lr¢Dn/l ¬ ^Nnpyhsgimp [ ^^ ¬ l  z?x+tvy^lr¢ p [ ^p  qQ il¦l  ¢ËqQv¤pi^n/l¦uhjgim
  lin^Nut  ^1Kvy^^ Z q?zikj^3*«
Z[ ^+v¤^nt  hopBxFlQ¢Xp [ ^+vyxiv¤py^N_ hsvzuqQv¤^.l?g.pB§¡l´q?v¤v¬tu_ªipyhjl?gvC
A i^n/liihjgumFqQg.hjguv¤p¤q?gun^alQ¢$p [ ^+i^n/liihjgumª  l}ziko^N_ hsvih'4´ntikjp/®
A  ^Nnl?^  hjgim1p [ ^+tgui^  kjx}hsgim´v¤p  tunp¬t  ^alQ¢$p [ ^+nlii^ahsvih'4´ntikjp/«
Z[ ^ O  v¤pq?v¤v¬tu_ªipyhjl?g6hjv^Ng¦¢ l  n^N6z}xFnl}_uko^/°¦hjpBx´p [ ^/l  x  ^Nv¤tukop¬v `6"=®iqQgu.z}x´^°ipy^NguvyhjQ^  ^v¤^q  n [
l}g6m?^gi^  qQk t  Dl?v¤^#i^n/lii^  v+ i® i®i"=« Z[ ^#v¤^nl}gu©qQv¬v¤tu_ªip¤hol}g  ^n/^/hjQ^6ko^Nv¤vqQpyp¤^g}pyhjl?g]«}p¤hokjk
p [ ^+cl?uuqnlii^Nv¡tvy^NFhsg   n/kjho^Nn^q  ^2¥¦gil§g6z}x´nliihsgimp [ ^l  hjv¤p¤v¢ l  p [ h  pBx´xQ^q  v¡qQgu.vyl{¢Ëq 
gul1DlQkjx¦gul?_hjqQkokjxªnl?_ªutup¤qQzuko^2  l}^  pBxhsv¡¥¦gil§gªp¤l1ihsvyp¤hjgum?tihsv [ q{D^  _{tip¤^.cl}uuq+n/l¦u^¢  l?_
q  qQguul?_ kjhjgu^q  n/l¦u^Q«
. â10 .*2
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  Ï Q Ï  Ï?Ð  A 5¶qªzihsguq  x?=¹=^ ¬ l  nl ¬ ^np¤hjgum1kjhjgu^q  n/lii^Q«
A q 9:9©gil}g¦¹=v¤hsgim?tiksq  _ªqrp  ho°®
A q 7  7 ^  _1tip¤qQpyhjl?g©_qQp  h °ª«
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Ë Ï}Ð  , ,ª®i§ [ ^  ^ ,hsvqmQ^Ngi^  qrp¤hjgum_ªqrp  ho°6lQ¢ 5«
 Q Ð 
 Ó  , -?®§ [ ^  ^+-#hjvq  qQgil?_Ê§l  6lQ¢X§^/hjm [ p ?¯«
 .Ï Q Ð !
 Ó "$#&% 1 " (')D3*+',)J®u§ [ ^  ^ #&% 1.-Q3¡hsvp [ ^ 1±l?gikjx;3^/kj^_^g}plr¢ 5¶qQp
uhjv¤p¤q?gun^?¡lr¢/-u«
Z q?ziko^ª C   n¡kohj^n/^an  xiip¤l?v¤xivyp¤^_
  01325461 )87:9 7 %'"*;=<>7?4A@>B2
² gµl  i^  pyll}zip¤qQhjg·qQg^
4Fn/ho^Ng?p1ihom?hop¬qrk£v¤hom}guqrp¬t  ^§^Fgi^^µpB§¡lp [ hsgim?vDC{qQgµqrkjmQl  hjp [ _ qQzikj^´pyl
n/l?_ªutip¤^#qv¤hjm?guqQp¤t  ^8¢ l  qQg}x6ilintu_^g}pv¤tun [ p [ qrpp [ ^/xFhsi^g}p¤h ¢ x.p [ ^h  q?tip [ l  tugihs|¦ti^/kjxQ®uq?gu.q
¢Ëq?vyp?^  h9ODnqrp¤hol}g.qQkom?l  hop [ _ qJqrhjkjq?ziko^2pyl´^Q^  x?l?gi^?«
­ utzikohsn¯¹B¥r^xF^gn  x¦upyhjl?g6¢Ëtugunp¤hol}g!n/qQg!zD^+tuv¤^©qQvqªvyhjm?gqrp¤t  ^#v¬n [ ^_^#qQv¢ l?kokjl§vC
Q« [ qQv [ 1Ë§hjp [ qªutuzikjhsn [ qQv [ qQkom?l  hop [ _ 3p [ ^+ilintu_^g}ppyl´zD^+vyhjm?gi^N]®
`i«i^n  xiipp [ hsv [ qQv [ JqQkjtu^aq?vh ¢hjp§¡^  ^#qQg.hsguvyp¬qQgun/^#lr¢nhs [ ^  py^/°ip/®
u«qQuD^g.p [ ^+i^Nn  x¦upy^!_^v¬v¬qrmQ^2pylªp [ ^+ilin/tu_^Ng?pq?vqªvyhjm?guqQp¤t  ^Q«
C ^  h'ODnqrpyhjl?gytuvypªqQikohj^v1p [ ^©utzikohsn.^gun  xiip¤hol}g·¢Ëtugun/pyhjl?g pyl¨p [ ^!vyhjm?guqQp¤t  ^.q?guV?^  h9O^Nv{p [ qrp
p [ ^  ^Nv¤tikjp2hjv2hsgui^/^Nfp [ ^ [ qQv [ qrksti^{lQ¢p [ ^ªul¦ntu_^g}p/« ² g¨p [ ^ªn/q?vy^1lr¢   nkjhj^n^1l  qQg}xlQp [ ^ 
n  xiip¤l?v¤xivyp¤^_(zuqQv¤^³l?g i^n/l¦uhjgimµp [ ^!DlQhsg}pF`¢ËqQhoksv/« Z[ ^  ^q?vyl}gVhsvªp [ qQp1ho¢l}gi^©n/l?guv¤hsi^  v1q
 qQgil?_ §l  lr¢£kj^gim?p [ 7 ®]hopatuv¬tuqrkjkoxhsvaqrpaihsvyp¬qQgun/^{m  ^qQpy^  p [ qQgfp [ ^´i^n/liihjgum.n/q?uqQn/hopBx:?lQ¢
p [ ^anlii^Q« ² g6lQp [ ^  §¡l  w®?hjp¡hsvih'4´ntikjp¡p¤l1m?^gi^  qQpy^q  q?guil}_ n/hj [ ^  py^/°¦ptugikj^v¬vhophsv¡^/°uikohsnhjpykjx
  liutun/^©qQvq?g6l}tip¤utuplr¢p [ ^#^Ngun  xiipyhjl?g©qrkjmQl  hjp [ _©«
2gi^+v¤lQkstip¤hol}g.p¤l´p [ ^1  l}zikj^_ hsvp¤l´l?zip¬qrhsg6¢ l  l?t  nlii^+q?g©qQkom?l  hop [ _ p¤lFi^n/l¦u^+qQg}x6§l  
lQ¢4p [ ^v¤uq?n^ CHODgu¨qQgqrkjmQl  hjp [ _ ¢ l  nl}_uko^py^{i^Nnliihsgim« ² phjv8p [ ^1l?z¦^NnplQ¢4p [ ^gi^°ip8v¤^n/pyhjl?g]®
§ [ hokj^+qªih9)¾^  ^g}pv¤lQkstipyhjl?g©§hjkokwzD^+  ^v¤^g}py^N6hsg5@
u«
D EF1 )HG  ,4'I$J1KI "*<>;
¡l}_ªiko^py^ªi^n/liihjgum.nl}guv¤hjv¤p¤v2lr¢ ODguihsgim!q6gi^Nq  ^v¤pnlii^§¡l  fpyl!qQg}x!mQhjQ^gf§¡l  lQ¢p [ ^ªv¬uq?n^Q«
Z[ tuv2§^´i^n/l¦u^gil?pal?gikjx§¡l  v§hjp [ hjgp [ ^´v¬ [ ^  ^NvlQ¢  qQihstuv@?8q  l}tugufp [ ^´nlii^§¡l  uv®]zutip
qQkjv¤lªqQg}xF§l  .gil?pnlQ^  ^N6z}xFp [ ^v¤^+v¤ [ ^  ^v«
Z[ ^/O  vypªv¤py^³pyl§q  uv{n/l?_ªikj^/p¤^©i^Nnliihsgimµhjvpyl·i^Nnlii^ ?/©^ ¬ l  v{hjguv¤py^NqQ³lr¢ ?¯« Z[ ^
v¤hs_uko^Nvypa§qJxpyl!il!p [ hsvahjvap¤ln [ qQgim?^q  qQguil}_ zihjp#hjgl?t  §l  ¨q?gu¨p [ ^gp  xfp¤l!u^nlii^hjp/«
ituuDl?v¤^§^ [ qJQ^aq{§l  ´p [ qrpih') ^  vhsg.qQp¡kj^q?vyp? aih') ^  ^Ng?pDl?v¤hop¤hol}guv¡¢  l}_ qQg}x´nlii^§¡l  ]«
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hjm?t  ^ª C$¢  l}_ zDl?tuguu^!i^n/liihjgum´pyl´nl}_uko^py^+i^Nnliihsgim
µ^#n [ qQgumQ^2l?gi^2lr¢$hop¬vzihop¬v/« ² ¢$hopnqQg©z^#i^Nnlii^.p [ hjv_^q?guvp [ qQpp [ ^#zihjp§¡^#n [ q?gimQ^N´§qQvl?gi^
lQ¢4p [ ^ ?3S{zihjp¤vlr¢ih') ^  ^Ngun^{§hop [ q6gi^Nq  ^v¤pnlii^?®¾q?vl}gikox©p [ ^gp [ ^?^ ¤ l  vko^/¢ p2n/l?tiks [ qJ?^
zD^/^NgFi^Nnlii^6§hop [ l}t  zDl?tugi^.i^n/l¦uhjgimqrkjmQl  hjp [ _©« ² ¢whopn/q?g p¡zD^2i^Nnlii^N´hop_^q?guvp [ ^zuhop
§^#n [ qQgumQ^.§qQv¬g pl}gi^alr¢Xp [ ^+ih') ^  ^Ng}pzihop¬vqQg.§^ytuv¤p [ qJQ^2pyl´p  x6qQm?qQhjg©n [ qQgumQhsgimq?gilQp [ ^ 
zuhop«
² ¢w§^8p  xpyl hjF^/Q^  xzihjphsg´p¤t  g]®¦§^8q  ^8v¬t  ^8pyl{i^Nnlii^2qQg}x1§l  §hop [ ?AV^ ¤ l  v« ² ¢w§¡^
§qQg}p4p¤l+nl ¬ ^np ? !`a^ ¤ l  v$§¡^nqQgªil#^/°iq?np¤kox1p [ ^8v¬qQ_^n [ q?gimQhsgimapB§l  q?guil?_ zihjp¤v£^NqQn [ pyhs_^Q«
 hjp [ p [ hsv_^/p [ l¦w®?¢ l  q?g}x¦®¦§^nqQgFi^Nnlii^§¡l  uv¡§hjp [ ?#^ ¬ l  v/®?^°un^Nipp [ qrpp [ ^2m  ^qQpy^ 
ahsv®}p [ ^2kol}gimQ^  p [ ^i^Nnliihsgim{§hjkok]zD^Q®iqQv¡§^8§hjkok [ qJQ^pyl1p  xªq{kol?plQ¢ ih9)¾^  ^g}pnl}_{zihsguqrp¤hol}guv£lQ¢
  qQguil}_ zihjp¤v« ² ¢ 7 hjvp [ ^#kj^gim?p [ lr¢$p [ ^#§l  ©nl?g}p¬qrhsgihjgum ? {^ ¤ l  v§^#§qQg}ppyl´i^n/lii^#p [ ^
  l}zuqQzihjkjhopBx´lQ¢v¬tun/n/^v¬v¢ l  ^NqQn [ p  x.hjvDC
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